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Boosting data transfer over network with TOE
by Niraj Patel , Sr.  Project  Manager, Embedded Division, eInfochips Ltd  
ECN Asia 
Conventional TCP/IP implementat ion is becoming bott leneck to the dramatical ly increasing Internet traf f ic. Off loading al l TCP/IP traf f ic to specialized hardware on the 
network adapter whi le leaving TCP/IP control  decisions to the host server guarantees high bandwidth,  low latency data t ransfer with minimal CPU consumption

The online economy – part icular ly for e-business, enter tainment,  and collaborat ion – is dramatically increasing the amount of  Internet t raff ic to and from enterprise 
servers.  Most of  this data is going through the TCP/IP stack and Ethernet controllers. Addit ionally, many IT organizations are moving storage, high
computing (HPC), and database cluster networks to Ethernet.  As a result , Ethernet control lers are experiencing heavy network t raff ic,  which requires increased system 
resources to process network packets. Because TCP/IP consumes a signi f icant amount of  host CPU processing cycles,  a heavy TCP/IP load may leave few system 
resources available for  other appl ications. 

 
BOTTLENECK OF CONVENTIONAL TCP/IP MODEL  

This situat ion can create a bott leneck for applications involving signif icant network traf f ic or l imit  the amount of CPU cycles available for  actual  appl icat ion processing. 
Appl icat ions that exhibi t th is behavior include f i le -or iented storage, block-or iented storage, backups, database transactions, and t ight ly coupled distr ibuted applicat ions 
such as HPC. 

Is i t  possible to avoid network bott leneck, st i l l  keeping existing network infrastructure? Yes. TCP/IP of f load engine (TOE) is the easiest  solut ion.

The TCP/IP Offload Engine (TOE) model is designed to improve data t ransfer performance over IP networks by rel ieving much of the overhead when processing TCP/IP 
from the host CPU. TOE al lows the OS to off load al l TCP/IP traf f ic to specialized hardware on the network adapter while leaving TCP/IP control  decisions to the host 
server.  By rel ieving the host processor bott leneck, TOE can help del iver  the performance benefi ts administrators expect f rom appl icat ions running across high
network l inks.  

TOE components are incorporated into one of  the printed circui t boards, such as the network inter face card (NIC) or the host bus adapter (HBA).

HOW IS TOE BENEFICIAL?  

TOE is cost-ef fective because i t processes the TCP/IP stack on a high-speed network device that requires less processing power than a general
performance CPU. 

The manner in which TOE is implemented depends on the needs of the customer. Considerations include f lexibi l i ty, scalabi l i ty, and performance. Network performance 
and scalabi l i ty are opt imized with ASIC implementation. Network f lexibil i ty is optimized with processor-based implementat ion. 

Network performance improvements gained from TOE technology can be determined by measuring two parameters: 

1)  Increase in absolute network throughput 

2)  Reduct ion in system resources such as CPU ut i l izat ion 

TOE performance benefi ts vary with the type of  appl icat ions being run. Appl icat ions with a smal l  network packet size may experience gains in network throughput,  whi le 
applications with a large network packet size may not show signi f icant network throughput improvements with TOE but may experience a signi f icant reduction in CPU 
ut i l izat ion – thereby helping to keep CPU processing cycles avai lable for  other business-cr it ical  appl icat ions such as database, backup storage, media streaming, and 
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f i le server appl ications.  

Appl icat ions that require extensive network uti l ization – such as network backups, network attached storage (NAS), f i le servers, and media streaming 
the most f rom TOE technology. 

TESTING THE IMPACT  

Network throughput and CPU ut i l izat ion are common ways to measure a network adapter ’s performance. Network throughput is the rate in megabits per second that 
packets are sent and received, whi le CPU uti l ization is the percentage of  CPU capacity required to process the packets.

The rat io of  network throughput to CPU uti l ization can be expressed as the performance eff iciency (PE) index. The PE index is a commonly used performance metr ic for 
evaluat ing network adapters.  For example, high PE indexes indicate high throughput with low CPU ut i l izat ion,  suggesting favorable overal l system performance.

TOE-enabled network adapters are designed to achieve high throughput at  small  network packet sizes and low CPU ut i l izat ion at  large network packet sizes.

ADVANTAGES FOR MULTI-PORT SYSTEM  

As the number of  TOE-enabled ports in a system increases, network throughput can be expected to scale more effect ively using TOE
standard Layer 2 network adapters. At the same t ime, the CPU ut i l ization can be expected to remain low enough to allow other processes or appl icat ions to run.

TOE can signif icantly benef i t typical  Web server environments in which connect ions are long l ived, such as configurations for load
the most reliable and cost ef fective solution to gain increased throughput and reduced CPU ut i l izat ion in existing network infrastructure for enhanced appl icat ion 
performance.  

Click here for the il lustrations:  

Figure 1, Figure 2, Figure 3, Figure 4  
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