Verification of Network Congestion Avoidance
Algorithm like WRED using VMM

Puja Sethia

elnfochips
Ahmedabad, India

www.einfochips.com

ABSTRACT

Computer networks have experienced an explosive growth over the past few years and with that
growth have come severe congestion problems. There are many different network congestion
avoidance mechanisms. Weighted Random Early Detection (WRED) is one of them. This paper
describes WRED verification techniques and covers the verification architecture for verifying
WRED Algorithm. When verifying WRED algorithm, rather than using random based techniques
the focus is more on generating specific types of stimulus. This paper covers the usage of VMM
Single Stream Scenarios, VMM Multi-Stream Scenarios and VMM Scoreboard with-loss packet
feature and explains how these VMM features can make the complex verification environment
required for WRED verification, simple and reusable.
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1 Introduction

Congestion avoidance techniques monitor network traffic loads in an effort to anticipate and
avoid congestion at common network and inter-network bottlenecks before it becomes a prob-
lem. These techniques are designed to provide preferential treatment for premium (priority) class
traffic under congestion situations while concurrently maximizing network throughput and ca-
pacity utilization and minimizing packet loss and delay. Congestion avoidance is achieved
through packet dropping. Among the more commonly used congestion avoidance mechanisms is
Weighted Random Early Detection (WRED), which is optimum for high-speed transit networks.

1.1 How WRED Works?

Weighted random early detection (WRED) is a queue management algorithm with congestion
avoidance capabilities, where different queue (class) has different queue thresholds. Each queue
threshold is associated to a particular IP precedence or DSCP etc... For example: A queue may
have lower thresholds for lower priority packet and higher thresholds for higher priority traffic.
A queue buildup will cause the lower priority packets to be dropped, hence protecting the higher
priority packets in the higher priority queue.

1.2 WRED Algorithm

As shown in Figure 1, every time a new packet arrives, average queue size is calculated. Average
queue size is calculated based on the previous average and current size of the queue. If the aver-
age queue size is less than the minimum queue threshold, the arriving packet is compulsory
queued (passed). If the average queue size is between the minimum queue threshold and the
maximum threshold, the packet is either dropped or queued (passed), depending on the packet
drop probability. If the average queue size is greater than the maximum threshold, the packet is
compulsory dropped.

Packet Arrives

Average Queue
Size Calculated

i > Min & < Max > Max
< Min Threshold Threshold Threshold

Drop/Pass as
per Drop
Probability

Compulsory
Pass

Figure 1 - WRED Algorithm Flow Diagram
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The packet drop probability is based on the minimum threshold, maximum threshold, and mark
probability denominator. When the average queue depth is above the minimum threshold,
WRED starts dropping packets. The rate of packet drop increases linearly as the average queue
size increases until the average queue size reaches the maximum threshold. When the average
queue size is above the maximum threshold, all packets are dropped.

Figure 2 depicts the graphical representation of packet drop probability vs. average queue size
for two types of traffic (low priority traffic and high priority traffic). The low priority traffic has
lower value for minimum and maximum thresholds compared to higher priority traffic. Hence at
times of congested traffic, the drop rate for lower priority traffic will be higher compared to
higher priority traffic. WRED parameters including minimum threshold, maximum threshold and
drop profile can be adjusted as per the requirement of different types of traffic.

A

Packet Drop I
Probability I

Low Priority High Priority
Traffic Traffic

d

Min threshold-1 Max threshold-1 Min threshold-2 Max threshold-2

l Average
lQueue Size
>

Figure 2 — WRED Packet Drop Probability

1.3 WRED Example

Table 1 shows one of the possible WRED drop profile. As the average queue size increases from
10 to 230 and reaches towards the maximum threshold, drop probability also increases linearly.
When the average queue size is less than 50 (minimum threshold), drop probability is 0% and
when it exceeds 50 (minimum threshold), drop probability increases linearly till it reaches to
100% on average queue size exceeding 200 (maximum threshold). Figure 3 shows the graphical
representation of example shown in Table 1.

Average Minimum Maximum Drop Probability

Queue Size Threshold Threshold

|10 |[50 [[200 [[0% |
|44 |[50 [[200 [[0% |
148 |[50 [[200 [[0% |
160 50 [[200 |[6% |
|64 |[50 [[200 || 6% |
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|72 |[50 [[200 [[12% |
|76 ||50 [|200 [[12% |
[116 |[50 |[ 200 |[43% |
1140 |[50 |[ 200 |[56% |
1160 ||50 [[200 || 68% |
[188 |[50 |[ 200 ||87% |
1196 ||50 [[200 [[93% |
[210 |[50 |[ 200 || 100% |
1230 ||50 [[200 || 100% |

Table 1 - WRED Increment Drop Profile

Note: All the figures shown in this table are taken for example and doesn’t resemble to any stan-
dard formula.

<M1 - 0% drop
; i > M1 and < M2 - d
Queue Size VS Drop Probability as pef’;rop proba["i’l'i’ty
> M2 - 100% drop
350 1 " 120
300 100 » |e=»Queue Size
a2 20 S | === max Thold
.(f_) ﬁ - 60 o
o & 150 o | === Drop Prob
3< - 40 2
g" 100 a
50 20
0 - 0
1 6 11162126313641465156616671

Figure 3 — WRED Increment Drop Profile

2 WRED Verification

WRED works on algorithm which takes decision to drop or pass packets at times of congested
traffic depending on the average queue size and configured drop profile. The challenge in algo-
rithm based verification is the quite obvious mind set which diverts on verification of the algo-
rithm implementation rather than concentrating on verifying the application of product for which
algorithm is used for. The same challenge applies to WRED verification. WRED verification
should be focused on verifying WRED application rather than just the algorithm on which
WRED works. The challenge in verifying WRED algorithm is to define verification strategy that
doesn’t diverts to actual design implementation of WRED but focuses on WRED application.

Listed below are few of the requirements which one may emphasize on when verifying WRED
Algorithm.
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1. Is the system able to send normal traffic without any drop? L.e. are all the classes (either
lower priority or higher priority) getting zero drop rates when the traffic is normal?

2. Is the system able to sustain congested traffic?

3. Incase of congested traffic, are all the higher priority classes getting expected lower drop
rate than the lower priority traffic?

4. 1If the packet drops for any of the class is expected, are the packets for each class getting
dropped as per the WRED algorithm (i.e. as per average queue size and configured drop
profile)?

5. Is the system able to come back on line (i.e. normal traffic transmission without any
drop) after the congested traffic has slowed down?

2.1 WRED Verification Approach

WRED verification approach has to be focused on verifying WRED algorithm and not WRED
implementation. Unlike other verification architecture which consists of reference models dupli-
cating the design implementation to predict the results, it will be very tricky to use such refer-
ence model for WRED verification. The risk which one might run when using reference model
for predicting WRED results is getting too close to the WRED design implementation. As shown
in Figure 1, WRED algorithm is completely based on configured drop probability and relation
between thresholds and average queue size. Hence instead of defining WRED reference model
which duplicates the exact implementation of WRED design, one should predict WRED results
depending on configured drop probability and thresholds. The only issue with this approach is
the difficulty in predicting the exact packet which is going to be lost. The sections below will
describe how can we handle this issue and without predicting status for each packet how can we
validate WRED results.

WRED Environment

WRED Test Multi-Stream Class-0
Scenario Packets
Class-0 Multi-Stream D . . >
Scenario
Class-1
Packets

Class-1 Multi-St DD.
ass ulti-Stream >

Scenario WRED .I:":l WRED WRED WRED
Schedul p————p» Transact j—1p} —»1Scoreboa

E er VMM or =2 rd
0 Channel
.
.
H Class-N
E Packets
.
Class-N Multi-Stream . D D
Scenario >

Figure 4 - WRED Verification Environment

Figure 4 shows possible WRED verification environment consisting of WRED Single-Stream
and Multi-Stream Scenarios, WRED Scheduler and WRED Scoreboard clubbed inside WRED
Verification Environment. WRED Scenarios (extended from VMM Scenarios) and WRED
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Scheduler (extended from VMM Scheduler) will be used to generate and send stimulus and
WRED Scoreboard (extended from VMM Scoreboard) will be used to predict and check WRED
results.

2.1.1 Stimulus Generation Requirements

WRED stimulus generation should be focused on the verification of different types of traffic for
different class targeting different thresholds and drop profiles. Stimulus generation is the most
crucial part of WRED verification. Instead of fully random stimulus, here the focus is on con-
strained random stimulus required to generate traffic as per the required drop profiles. The selec-
tion of drop profiles, class and WRED parameters can still be random but traffic has to be con-
strained as per the selected configurations. The focus here is not to verify random packet/data but
it is to verify different traffic rates for different classes with different drop profiles as follows:

1. Normal Traffic Generation: To generate normal traffic, packets need to be generated such
that average queue size for that corresponding class never exceeds minimum threshold.
Thus we need random generation for selecting class and corresponding WRED parame-
ters (minimum threshold, maximum threshold and drop profile) whereas need constrained
or directed stimulus for packet generation.

2. Congested Traffic Generation: To generate congested traffic, focus is required on gene-
rating packets/traffic such that the average queue size for corresponding class falls either
inside minimum threshold and maximum threshold range or is above maximum thre-
shold. Also, to verify different drop profiles, it is required to target different regions be-
tween minimum threshold and maximum threshold. This said, we need random genera-
tion for selecting class and corresponding WRED parameters (minimum threshold, max-
imum threshold and drop profile) whereas need constrained or directed stimulus for
packet generation, targeting different regions between minimum and maximum threshold
and corresponding drop profiles.

To summarize stimulus generator requirements:
1. Flexible: To generate traffic as per the required class, region and random WRED parame-
ters (minimum threshold and maximum threshold).
2. Reusable: To be reused in all the tests without any modifications (except changing the re-
gion, class and WRED parameters as per the test requirement).

To make it easy for understanding, dividing the range between minimum threshold and maxi-
mum threshold in 4 different regions (Region 1 to 4) resulting into total 6 regions (one below
minimum threshold, one above maximum threshold and 4 between minimum and maximum
thresholds) as shown in the Figure 5.
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( Drop Increment Profile — Drop
rate increasing lineraly with the
REGION_4 increase in average queue size
REGION Drop Prob.
>
a = REGION_3 REGION_PASS 0%
o3 7
&3 REGION_2 REGION_1 24%
& REGION_2 48%
REGION_3 72%
REGION_1 REGION_4 96%
REGION_PASS REGION_DROP -
Minuthum Average Maxiom REGION_DROP 100%
Threshold Queue Size Threshold
Figure 5 — WRED Pass and Drop Region
| Targeted Region | | Stimulus Requirements | | Description

REGION_PASS

average_queue_size < minimum threshold

This region targets nor-
mal traffic.

REGION_1

minumum threshold < average queue_size < || This region targets con-

1/4th maximum threshold

gested traffic falling in
regionl. The packets fall-
ing in this region will be
dropped as per the confi-
gured drop probability
(For example, 24% drop
probability)

REGION_2

minumum threshold <average_queue_size
2/4th maximum threshold

< || This region targets con-
gested traffic falling in
region2. The packets fall-
ing in this region will be
dropped as per the confi-
gured drop probability
(For example, 48% drop
probability)

REGION_DROP

average_queue_size > maximum threshold This region targets con-

gested traffic falling in
region_drop which im-
piles all the packets for
this class will be dropped
compulsary and not as
per configured drop
probability
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2.1.2 Map WRED Stimulus Requirements with VMM Scenarios

WRED Stimulus generator implementation requirements can be addressed using VMM Scenar-
ios and VMM Scheduler as shown in Figure 6.

VMM Scenarios: VMM scenarios are short sequences of transactions that are directed or mutu-
ally constrained, or a combination of both. User can generate sequences of random or directed
stimulus using VMM scenarios as per the requirement. VMM Single-stream Scenario can be
used to generate sequence of directed or constrained transactions required to be output on single
output channel. By default the single-stream scenario generator has the ability to generate ran-
dom scenarios. Directed or constrained stimulus can be created by extending the basic single
scenario class. VMM Multi-stream Scenario provides the same ability as single-stream scenarios
but in addition to that it adds the capability to drive, control and access more than one channel.
Multi Stream Scenarios can be used to generate sequence of directed or constrained transactions
required to be output on multiple output channel. Multi-stream scenarios can also call other
multi-stream scenarios.

VMM Scheduler: VMM Scheduler funnels transactions from multiple sources into one output
channel. Unlike a simple channel that indiscriminately interleaves transaction when fed from
multiple sources, VMM Scheduler can identify source streams and use a user-configurable
scheduling algorithm to place the transactions in the output channel.

SNUG 2010 9 Verification of Network Congestion Avoidance
Algorithm like WRED using VMM



Test Multi-Stream Scenario
Test Scenario — Generate Class 0
packets for targeted class, I = 1
region and WRED ass_
parameters Class_N Multi-Stream
Scenario
. Class_0
Base Scenario — Identify | Mapping to VMM y
packet requirements for Components Class_1 Y
the provided class, region WRED Base Multi-Stream
and WRED parameters Scenario
y
* Class_0
Base Scenario — Cl p
Randomize packets as per ass_ Y
provided constraints and WRED Packet Single-Stream
pass it on to xactors Scenario
o o o
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c c c
© @[ =======° ©
L L L
° ° °
S S S
LB JEL
VMM Scheduler

v | | pkt_channel

Figure 6 — Mapping WRED Stimulus requirements with VMM Components

Figure 6 describes how WRED stimulus requirements can be directly mapped to VMM scenarios
and scheduler. The three step stimulus generation is as follows:

1. Requirement: The top level test requirement is to generate packets as per the required
class, region information and WRED parameters. In addition to this, there will always be
requirement to drive on other interfaces too, for example initialization of WRED design.
Solution: As the requirement is to access, control and drive more than one interface,
VMM multi-stream scenario best fits here. In addition to that, multi-stream scenario exe-
cute () method provides great flexibility in terms of using various other multi-stream sce-
narios as well as single stream scenarios as per the requirement.

SNUG 2010 10 Verification of Network Congestion Avoidance

Algorithm like WRED using VMM



2. Requirement: As per the selected information, it is required to generate the packet con-
straints i.e. if region_1 is selected; queue size and packet length needs to be generated ac-
cordingly.

Solution: Again here the requirement is to control multiple output channels, for example
one to set required queue size, other to put generated packets etc. Hence, multi-stream
scenario is the best fit here too.

3. Requirement: Once the packet constraint information is generated, the requirement is to
finally generate packets which will then be put to channel to be preceded to further trans-
actors to be driven to WRED design.

Solution: Here the requirement is to generate the packets using the required information,
either directed or constrained. Hence, single-stream scenario best fits here.

Class-N Multi-Stream Scenario WRED Test Multi-
Stream Scenario | .|,ss0
REGION CLASS_TYPE Class_0 Multi- | |channel >
Stream
| REGION_PASS | | CLASS_0 | / S
| REGION_1 | | CLASS_1 | class1
Class_1 Multi- | | channel
: : Stream >
| REGION_N | | CLASS_N-1 | Scenario
lass2
[ Recion brop || [ cLass N | Class_2 Multi- | [ 52>~ o
Stream pkt_channel
Region Class / Scenario > Scheduler
yInformation y Informatiory
WRED Base Multi-Stream Scenario E
Identify packet requirements for the E
provided class, region and WRED E
parameters g
Packet length \ aseN
Y i classN_
T / constralnts. CIass_N Multi- channel
Packet Single Stream Scenari Stream >
Randomize packets as per the provided Scenario
constraints and pass it on to xactors

Figure 7 — WRED Stimulus Scenarios

Figure 7 summarizes WRED stimulus scenarios. The below mentioned sections describe WRED
scenarios and WRED scheduler in brief.

WRED Packet Single Stream Scenario

As described in the above section, single stream scenario is required to generate single or multi-
ple WRED packets using the provided constraints. As shown in Figure 8, min_packet_scenario
extends base single stream scenario and constraints all the elements of the packet as per the re-
quirement.
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class min_packet_scenario extends packet_base_scenario ;
int SEQ = define_scenario("min_packet_scenario",1) ;
constraint ipg_cn
{
items[0].ipg == 0;
}
constraint frame_length_cn
{
items[0].frame_length == MIN_FLEN;
}
function new();
super.new();
endfunction
function void pre_randomize() ;
super.pre_randomize();
items[0].frame_length_cn.constraint_mode(0);
items[0].ipg_cn.constraint_mode(0);
endfunction
endclass : min_packet_scenario

Figure 8 - WRED Packet Single Stream Scenario

WRED Base Multi-Stream Scenario

As described in the above section, WRED Base Multi-Stream Scenario is required to identify
packet constraints as per test requirement. This is the most complex scenario as it consists of
core functionality required for the stimulus generation. Depending on the provided information
on region and WRED parameters from the test multi-stream scenario, this scenario identifies
constraints for packet length, average queue size etc. which will then be provided to single-
stream scenario for final generation of packet. As shown in Figure 9, depending on the region,
packet constraints are calculated. In addition to this, this scenario will consist of all the function-
ality required to generated WRED packets as well as all the other supporting packets which
needs to be transmitted on other interfaces, if required.

SNUG 2010 12 Vertification of Network Congestion Avoidance
Algorithm like WRED using VMM



class wred_base_ms_scenario extends vmm_ms_scenario; | ..........
rand target_region_e target_region ; }
rand bit [CLASS WIDTH-1:0] class ; | .coveeeeeen.
rand bit [QUEUE_SIZE_WIDTH - 1:0] queue_size ; task execute(ref int n);
min_packet_scenario pkt_trans_inst ; super.execute(n) ;
constraintclasse¢ 1 ...
{ ‘vmm_note(log,"Starting .....\n");
class_r inside valid_class; for (int i=0;i<num_pkt_cnt;i++)
} begin
constraint queue_size_c pkt_trans_inst.randomize with {
length == 1;
if (target_region == REGION_PASS) items[0].class_r ==class_r;
{
queue_size < min_thld; }
pkt_trans_inst.apply(classn_packet_channel, nn);
} n +=nn;
else if (target_region == REGION_DROP) end
8
queue_size > max_thld; ‘'vmm_note(log,"Completed .....\n") ;
endtask
} endclass : wred_base_ms_scenario
else if (target_region == REGION_1)
{
queue_size > min_thld;
queue_size < slot_1_max_size;
}

Figure 9 — WRED Base Multi-Stream Scenario

WRED Test Multi-Stream Scenario
As mentioned in the above sections, WRED test scenario will use multiple instances of WRED

base multi-stream scenario, one for each separate class. As shown in the Figure 10, if the re-
quirement is to send interleaved traffic for two classes and want to target PASS and DROP re-
gion for classO and Region 1 and Region 2 for class1 than the only code which is required in test
scenario is take two instance of wred base scenario, one for classO and other for class1 and pro-
vide the region and class information. That’s it, isn’t it simple? Thus test scenario completes with

very few lines of code.
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class wred_test_scenario extends vmm_ms_scenario; fork

wred_base_ms_scenario wred_class0_scenario_inst ; wred_class0_scenario_inst.execute(n) ;
wred_base_ms_scenario wred_class1_scenario_inst ; wred_class0_scenario_inst.execute(n) ;
......... join
task execute(refintn); |
super.execute(n) ; ‘'vmm_note(log,"Completed .....\n") ;
‘'vmm_note(log,"Started ....\n") ; endtask

....... endclass : wred_test_scenario
wred_class0_scenario_inst.randomize with
{class_r==CLASS 0
wred_trgt_slot_r dist {REGION_DROP := 50,
REGION_PASS = 50};} ;
wred_class1_scenario_inst.randomize with
{class_r == CLASS 1
wred_trgt_slot_r dist {REGION_1 := 50,
REGION_2 = 50};} ;

Figure 10 - WRED Test Multi-Stream Scenario

VMM Scheduler

As shown in Figure 7, if the test requirement is to drive stimulus for multiple class, multiple in-
stance of wred base multi-streams scenario will be taken, one for each class. As each class scena-
rio will put the packet into different output channels, there will be multiple sources of WRED
packets while destination is single. Also, there is no specific sequence in which the packets from
multiple sources are supposed to be transmitted. As the test requirement is to interleave the pack-
ets of different classes, VMM scheduler best fits here. VMM Scheduler will randomly pick
packets from multiple sources and will provide the same to output channel
(wred_packet_channel) from which transactor will get the packet and then will drive it to WRED
design.

2.2 Predict and Verify WRED Results

Stimulus generation is the critical and crucial part of verification and so is the checking of design
results corresponding to generated stimulus. As described in Section 1.1, WRED design is ex-
pected to drop packets in times of congested traffic as per the configured drop probability. Hence
predicting the exact packet that will be lost becomes almost difficult without duplicating the ex-
act WRED design implementation. An alternative is to accept that “some” packets will be lost
without trying to predict exactly which ones. And these accepted drop packets can then be used
to figure out the actual drop and pass rate for validating the WRED results.

2.2.1 Prediction of WRED Results

VMM scoreboard “vmm_sb_ds::expect_with_losses()” method can be used to address WRED
scoreboard requirement to accept the lost packets. It looks for an expected packet matching in the
supplied observed packet and, when found, assumes that all expected packets in front of the
matching  packet were lost. In addition to accepting the lost packets,
vmm_sb_ds::expect_with_losses() method will also provide the information on lost packets as
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well as lost packets count which can further be used to get more information on actual drop rates
as described in below sections.

To make WRED result prediction easy, one of the solutions is to predict results as per different
regions and as per the corresponding configured drop profile. From the generated stimulus, we
have information about how many packets being transmitted for which regions. Hence, predic-
tion can be done based on the total number of packets transmitted per region and configured drop
profile:
Considering the same example mentioned in Figure 5,
1. if we have transmitted 100 packets targeting REGION_DROP, all the 100 packets are pre-
dicted to drop
2. 1f we have transmitted 100 packets targeting REGION_PASS, all the 100 packets are pre-
dicted to pass
3.1f we have transmitted 100 packets targeting REGION_1, approximate prediction for drop
will be 20-30% of 100 packets i.e. 20 to 30 packets are expected to drop and rest are ex-
pected to pass
4. if we have transmitted 100 packets targeting REGION_2, approximate prediction for drop
will be 40-50% of 100 packets i.e. 40 to 50 packets expected to drop and rest are expected
to pass

As shown in Figure 11, generated packets are distributed as per region they are falling into and
then depending on the configured drop probability, approximate figures for predicted drop count
can be estimated for each region.

Region Number of packets Cog?g;;ﬁﬂit[;mp Predlccct)i(:‘ tDrop ActéJSLEtrop
PASS 100 0% 0 X

1 100 24% ~ 20 to 30 X

2 100 48% ~ 45 to 55 X

3 100 72% ~ 70 to 80 X

4 100 96% ~90 to 100 X
DROP 100 100% 100 X

Figure 11 - WRED Predicted Result

Note: Drop count numbers shown in Figure 11 are taken for example and in actual it totally de-
pends on the configured drop profile.

2.2.2 Verify WRED Results

To verify WRED result, the predicted drop rate for each class is required to compare with actual
drop rate. As the predicted drop rate is available in terms of each region, it will require having
information on actual drop rate in the same form as shown in Figure 12.
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Region Number of packets Configured Drop | Predicted Drop | Actual Drop

Probability Count Count
PASS 100 0% 0
1 100 24% ~ 20 to 30 - e redl:ltl:lts(:;aatﬁz ;nctual
2 100 48% ~ 45 to 55 54 \p

count

3 100 72% ~70to 80 75
4 100 96% ~90 to 100 90
DROP 100 100% 100 _

Figure 12 - WRED Predicted and Actual Result

vmm_sb_ds::expect_with_losses() method returns the information on lost packet count and lost
packets which can be used to get information on actual drop count. Figure 13 describes WRED
scoreboard which consists of all the functionality required to pick up packets from design as well
verification model and then the prediction and comparison of actual and predicted results. As
shown in Figure-6 below, WRED scoreboard gets all the packets from WRED VE while get only
the passed packets from WRED design. Out of total 9 packets, WRED DUT drops three packets.
Hence VMM scoreboard expected queue will consist of 9 packets while actual queue will consist
of only 6 packets. As soon as actual queue receives 1% packet, it looks into expected queue for 1*
packet and if it exists, it compares both the packets. In this example, as actual 1* packet matches
with expected 1™ packet, it moves forward for the comparison of actual 2™ packet. Now as 2"
packet is dropped by WRED design, when it compares the actual packet with expected packet, it
mismatches. vmm_sb_ds::expect_with_losses() scoreboard will continue to compare the actual
packet with the packets available in the expected queue until it finds the match. Hence it will
continue to compare the actual 2™ packet with the expected 3" packet and which when matches,
it returns lost count as 1 and also provide the expected 2™ packet as the lost packet. This way,
vmm_sb_ds::expect_with_losses() scoreboard will compare the actual and expected packets and
as and when any packet is lost it will provide information on the same. As shown in the Figure-6,
at the end lost bucket will consists of 3 packets (coloured as red) and pass bucket will consist of
rest 6 packets. This lost bucket will then be used to get the information on actual drop count for
each region and each class.

Once the predicted and actual drop counts are available, both the counts will be compared to
know WRED results (actual drop and pass rate) for each class. As shown in Figure-7, as the ac-
tual drop count for pass region, region 1 and drop region doesn’t matches with the predicted
count, scoreboard will shout for the mismatch.

SNUG 2010 16  Verification of Network Congestion Avoidance
Algorithm like WRED using VMM



VMM expect_with_losses scoreboard
Packets expected to
drop as per the drop
WRED DUT profile >,
oooooo
B Getting ] 1
@ dropped Distributing lost and
] passed packets as per
different regions they fall
into
Passed Lost
WRED VE packets l— packets
O000BE000 —
All packets are
passed to &/ &
scoreboard REGION_ P REGION 1 REGION_N REGION DROREGION 1 REGION N
ASS bucket bucket bucket P bucket bucket bucket

Figure 13 - WRED Scoreboard

2.3 Does Results Make Sense?

It is very difficult to predict the exact packet which is going to drop or pass by WRED design. It
totally depends on the WRED design implementation. But irrespective of any WRED design
implementation, it has to provide the expected results in terms of expected drop rates. As de-
scribed in above sections, the prediction and validation of WRED results is dependent on the
mathematical calculations derived from the WRED algorithm and configured WRED parame-
ters. Hence it becomes quite tricky at times to gain confidence on these WRED results.

WRED results can be better viewed in form of plots as shown in Figure 3. With the help of Mi-
crosoft XLS and using the actual data (drop rates) collected from WRED design, one can plot
these graphs. From the graphical representation one can get good confidence on WRED results
and should be able to easily identify if something is wrong.

As shown in Figure 14, packet count, average queue size, minimum threshold, maximum thresh-
old and actual drop probability information obtained from WRED results is entered in the XLS
and this data is then used to plot queue size vs. drop probability graph. It is clearly visible from
this graph that when queue size is less than minimum threshold, drop probability is 0% and as
queue size increases linearly, drop probability also increases linearly till queue size exceeds
maximum threshold.

These graphs can be plotted for WRED results targeting different traffic rates for each class and
for different drop profiles to gain confidence on WRED results.
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Figure 14 - WRED Result Graph - Drop Rate increasing linearly with queue size

3 Conclusions

Functional Verification is the important phase within the hardware’s design cycle. It has become
one of the major tasks in committing chips to fabrication. As the technology grows, the design
complexity also grows which in turn increases the complexity of verification. With so many veri-
fication techniques available today to reduce the complexity of verification, there still comes
challenge to choose right technique for the right design. These challenges can not be addressed
straight forwardly as each design comes with its own new challenge and the answer is often con-
fusing and costly. It is very important to realize and understand the verification requirements
before making decisions on which technique to use.

The challenge when verifying WRED algorithm is to decide right verification strategy which
focuses on verification of WRED application and not WRED Algorithm implementation. Unlike
other verification strategies where focus is on random based approach, here focus should be on
directed or constrained approach. The main points which should be focussed on while defining
WRED verification strategy includes:

1. Focus on WRED algorithm rather than WRED implementation

2. Stimulus is the most critical and crucial part of WRED verification. Stimulus generator
should be architected to target real network traffic.

3. Focus should be on directed or constrained based verification environment rather than
fully random based verification environment

4. WRED result prediction mechanism should be not be too close to the WRED design im-
plementation

5. Using graphical representation to view WRED results

Stimulus generation is the most complex and crucial part of WRED Verification. The usage of
VMM Multi-Stream Scenario and VMM Single-Stream Scenario can make the complex WRED
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stimulus generator very simple and reusable. WRED Stimulus generator requirement is to coor-
dinate with multiple interfaces and generate traffic as per the selected traffic rate, WRED pa-
rameters and drop profile. It will be very complex to create the required WRED stimulus genera-
tor using the basic SystemVerilog code. VMM Single Stream Scenarios can be used to generate
different types of packets as per the provided constraints and can be reused in VMM Multi-
Stream Scenarios to create more complex and interesting sequence of transactions. VMM Multi-
Stream Scenarios targets generation and coordination of stimulus across multiple interfaces and
allows hierarchical layering of scenarios which makes it reusable across the verification envi-
ronments. They can be composed of individual transactions, procedural code, existing single-
stream scenarios as well as other multi-stream scenarios. In a nutshell, simply providing the re-
quired logic for generating different types of traffic in the vmm_ms_scenario::execute() task will
suffice the purpose. These Multi-Stream scenarios can then be used as a base Multi-Stream sce-
nario in the test Multi-Stream Scenario and additional test requirements can be provided to base
Multi-Stream scenarios in its execute() method. With these simple steps, interesting Multi-
Stream scenarios can be implemented as per different test requirements.

To do stress testing of WRED design, it is required to interleave traffic for different classes
which results in multiple sources of stimulus while single destination. VMM Scheduler can be
used to address this requirement. We can also configure the scheduling algorithm as per the
WRED requirements.

WRED Algorithm drops packet as per the configured drop probability and hence it is almost
impossible to predict the exact packet which is going to drop without duplicating the exact
WRED design implementation. The alternative is to accept the lost packets without trying to
predict which one. These requirement can be addressed using VMM Scoreboard
vmm_sb_ds::expect_with_losses() method.

VMM components best fits to most of WRED verification requirements. VMM Single-Stream
Scenarios, VMM Multi-Stream Scenarios, VMM Scheduler and VMM Scoreboard usage can
make the complex WRED verification development very easy and targeted to the requirements.
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